Please Read or Print Out the Instructions Prior to Accessing the Reqistration Page

Note: Access to these servers / sites is limited to direct, full-time DOE/NNSA, their contractors, and other government entities
such as DOD and DOJ who require access to perform their job functions. All account requests will be approved by a Federal DOE-
HQ Program Manager or other applicable entity.

If your work requires you to have access to the protected site, please complete the registration form at https://nnsa-
server.ornl.gov/registration . The request will be appropriately routed for approval. You will be notified of the action taken (eg.,
approval or denial).

Go to https://nncams.doe.gov

If you do not have an account: Under _, click on Register for an Account

If you already have an account and need additional access or to update your profile information:
Select Returning Users & enter your email address & passcode (PIN + 6-digits from your RSA SecurlD fob).

NNSA Central Account Management System

Note: Login to this site requires two-factor authentication. This is provided via an RSA SecwrID
token device, also referred to as a "fob". When prompted for a password or passcode, please enter
vour PIN and the six-digit number that currently appears on the RSA device.

Returning Users: New Users:
If vou already have an account, Register for an Account
please sign in using your Email
Address and Passcode below. I

Email Address:

Passcode:

Sign In

Need Help? ' v
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User Code of Conduct N‘ o
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https://nncams.doe.gov/�

The "Code of Conduct" will be displayed. Please read and then select the "Accept" button to continue with the
registration.

Code of Conduct
[y

This site and it's contents are owned by the Department of Energy (DOE), National Nuclear Security Administration (NNSA). This site contains information that may be exempt
from public release under the Freedom of Information Act (FOIA) (5 U.S.C. 552). This site may also contain information protected under the Privacy Act (5 U.5.C. 552a). Prior tc
public release of any information, approval must be obtained from: (1) 2 manager having cognizance over a program identified in the document; (2} each individual
identified on the document for his/her personal information; and (3) a FOIA officer/legal authority.

Site Rules of Behavior: Users of this site are held accountable for their actions and the following rules of behavior apply to all users.
Users of sensitive systems must be a US Citizen. Access by foreign nationals is prohibited.

Do not disclose your PIN to other individuals.

Do not use this site for storing/saving any classified (project/program) information.

Report any misuse or security related problems to your local DOE/NNSA cyber security office.

Consult with your local computer security manager for site restrictions.

Naotify your POC and the NNSA help desk when access is no longer needed.

Deliver your RSA Authentication Device to your POC/Trusted Agent when no longer needed.

ALL users are subject to cyber security audits.

Security Awareness: Although unclassified, information obtained from the databases accessed through this system may be sensitive and requires computer security
mechanisms sufficient to protect the information.

Printed Documents/Reports: Printed documents and reports obtained from this system may contain Official Use Only and/or Privacy Act Information (Title 10 CFR, part 1008
and will require additional protection pursuant to the requirements of that classification:

An appropriate security authority must formally review any printed document prior to release from your immediate control.

Access to printed documents are based on, and limited to, an official need-to-know.

Paper reports no longer needed should be destroyed in accordance with local site destruction procedures, or as classified waste.

Access to printed documents should be limited, controlled, and/or stored in a locked desk/cabinet/safe drawer or other area not directly visible.

Site Code of Conduct Acknowledgement: | understand and agree with the DOE cyber security policies, terms, stated conditions, and requirements for abtaining access
outlined above. Further, | understand my cyber security responsibilities for protecting this information.
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Accept Decline

References:

Executive Order 12958

DOE O 471.3, Identifying and Protecting Official Use Only Information
DOE G 471.3-1, Guide to Identifying Official Use Only Information
DOE M 471.3-1, Manual for Identifying Official Use Only Information
DOE M 471 2-1C, Classified Matter Protection and Control Manual
DOE P 205.1, Departmental Cyber Security Management Policy

DOE N 205.1, Unclassified Cyber Security Program

DOE N 205.2, Foreign National Access To DOE Cyber Systems

Privacy Act (Title 10 CFR, part 1008)



Complete the Account Request information requested:

NCAMS

Account Request

B User Details

* Required field

First Name: *

Middle Initial: *

Last Name: *

Title: *

Email: *

Verify Email: *

Office Phone: *

Office Fax:
Affiliation: | _gg]ect- |E| *
Work Location: |_gg|act- E *
Employee Type: |_Select- | *

Citizenship: @ U.5.0 Other *

Security Question 1: | _gg|ect- IEI *
Answer: *
Security Question 2: |_sg|ect- IEI *

/ Answer: *

Next Cancel



Il. Select the application(s) for which you are requesting access.

NNCAMS

Account Request

I Application Select

NA21 - Global Threat Reduction Initiative

[ G2 - Project Management Portal
[C] NAFD - Financial Management Database

NA24 - Nonproliferation and International Security

[C] APRS - Additional Protocol Reporting System
[C] NAFD - Financial Management Database

[C] PTCD - Proliferation Trade Control Directory
[C] SMART - Project Management System

NA25 - International Nuclear Materials Protection and Cooperation

[C] DICCE - 5LD RFQ & Guidance Document Repository
[C] NAFD - Financial Management Database

[C] PMIS - Project Management Information System
[C] SAMS - SLD Application Management System

NA20 - National Nuclear Security Administration

[C] NPTD - Nonproliferation Performance Tracking Dashboard

Previous Next Cancel



[l. Complete the information for each application to which you have requested access.
The amount of information needed will be based on the Application to which you are requesting access.

Note: You will be given the opportunity to review your information prior to Submitting for Approval.

NNCAMS

Account Request

Application Info

* Required field

NAZ21 G2 - Project Management Portal
Primary Project: | _Sa|ect- E *
Other (specify): I"\5

Justification: - )

MNAZ21 NAFD - Financial Management Database (Includes Access to: NA21 G2)

Justification: - %

MNA24 APRS - Additional Protocol Reporting System

Title: *
Justification: - )
Location: | _Se|ect- E
*
Work Address: - %
Work City: *

Work State: |_sglect.|v| *



